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Abstract: We propose a framework for mobile malware detection considering quantum machine learning in 

combination with federated machine learning and considering explainability, by integrating the adoption of a 
way to visualise the model prediction. 

 

Considering the inefficency of current antimalware in the detection of zero- day threats, reseachers are 
proposing the adoption of deep learning for malware detection, with particular regard to the mobile ecosistem. 
Nonetheless, there are several issues limiting the adoption of these methods in the real-world domain, the first 
one is the high presence of false positive, the second one is related to privacy and the third one is the lacsk of 
explainability. For these reasons, in this paper we propose a framework for mobile malware detection aimed to 
overcome these limits, in particular we propose the adoption of quantum machine learning [1], that 
demonstrated its supremacy with respect to classic deep learning mod- els, as for instance convolutional neural 
networks, in combination with federated machine learning [2], an emerging paradigm aimed to enable a set of 
clients to build a common model without share the data (only the updated weights) and considering 
explainability, by integrating the adoption of a way to visualise the model prediction. 

Figure 1 shows the workflow of the proposal. 

 
Fig. 1 The workflow of the proposal.  

The workflow starts with decentralized client devices, such as smartphones and tablets, that collect mobile 
applications (e.g., Android/iOS). These data are transformed into images samples, which are then processed by 
a Quantum Model. 



   

The dataset is divided into training, validation, and testing sets. During training, a federated server 
coordinates model updates from all clients. Each client performs local training on its own data using defined 
hyperparameters. The locally trained weights are periodically sent to the server, which aggregates them to 
update the global model until convergence is achieved. 

Once training is complete, the global model is tested to assess its accuracy and ability to distinguish between 
benign and malicious applications. An explain- ability module then produces heatmaps highlighting the most 
influential image regions, enhancing transparency and trust in the predictions of the quantum model. 
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